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1 
Introduction
This contribution discusses security aspect for Sidelink relays (UE-UE and UE-NW).

2
Discussion

2.1
Data exposure

The UE-to-Network relay could be any UE and as such unless means are available that can guarantee the relay is a trusted entity, it cannot be considered a trusted entity like a network entity would be – this is especially critical as data to/from the remote UE transits via the Relay.

It is therefore paramount to ensure the data to/from the Remote UE do not get exposed at the Relay – regardless whether these data are secured at the application layer. 
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Depending on the Relay architecture, security may be provided natively (L2) or as an add-on (L3) as shown in the following sub-clauses.
2.1
Security handling for L2 UE-to-Network relay

In case of L2 based UE-to-Network Relay, the PDCP layer terminates at both Remote UE and gNB for a particular relaying radio bearer. 

The Security (confidentiality and integrity protection) is enforced at the PDCP layer between the endpoints at the Remote UE and the gNB. The PDCP traffic is relayed securely over two links, one between the Remote UE and the UE-to-Network Relay UE and the other between the UE-to-Network Relay UE to the gNB without exposing any of the Remote UE's plaintext data to the UE-to-Network Relay. 

Observation 1: There is no plain-text data exposure of the Remote UE’s data at the UE-to-Network Relay UE when using an L2 architecture.

2.2
Security handling for L3 UE-to-Network relay

In case of L3 based UE-to-Network Relay assuming an L3 LTE ProSe UE-to-Network Relay–like architecture, the Radio Bearers of the Remote UE all terminate at the Relay UE(s) along with the Relay communication path. From UE‑to‑Network Relay perspective, the Radio Bearers of the Remote UE are seen as the Radio Bearers of a Relay node by the Donor node. With more UE cascading within the Relay communication path, the burden of Radio Bearer management presents at the Relay UE(s) close to the Base station. 

Along with the Relay communication path, the Remote UE’s data packets are decrypted at each intermediate Relay node at the PDCP layer thus exposing the Remote UE’s plain text data. 

Observation 2: There is plain-text data exposure of the Remote UE’s data at the UE-to-Network Relay UE when using an L3 architecture similar to LTE ProSe UE-to-Network Relay.

Observation 3: Some additional mechanism (e.g. IPSec tunnel with N3IWF) will be required to prevent exposing the Remote UE’s data at the L3 UE-to-Network Relay.

2.3
Security handling for UE-to-UE relay

In case of L2 based UE-to-UE Relay, the indirect link is secured end-to-end, i.e. a security association is created between the source Remote UE and the target Remote UE. The confidentiality- and/or integrity-protected messages (i.e. for data or PC5-S) can be exchanged between source Remote UE and target Remote UE. The UE-to-UE Relay is not involved in the security association establishment thus it can neither read nor modify the secured portion of the message (which excludes the source and destination fields) i.e. the data do not get exposed at the Relay. 

Observation 4: There is no plain-text data exposure of the Remote UEs’ data at the UE-to-UE Relay UE when using an L2 architecture.

In case of L3 based UE-to-UE Relay architecture, the source Remote UE and target Remote UE can establish radio bearer level security with the UE-to-UE Relay for the unicast L2 Link, using e.g. procedures defined in TS 23.287 as a baseline. If end‑to‑end security protection is required between source UE and target UE, IPSec can be used. 

Observation 5: Some additional mechanism (e.g. IPSec) will be required to prevent exposing data at the L3 UE-to-UE Relay. 
3
Proposal

As shown above, depending on the architecture selected for SL relay communications, security could be supported either natively (L2) or as an add-on (L3).

It is important to involve SA3 as early as possible in the discussions, it is therefore recommended that an LS be sent to SA3 to request additional information regarding the security requirements for SL relay communications.

Proposal 1: an LS should be sent to SA3 to request additional information regarding the security requirements for SL relay communications.

4
Conclusions

Observation 1: There is no plain-text data exposure of the Remote UE’s data at the UE-to-Network Relay UE when using an L2 architecture.

Observation 2: There is plain-text data exposure of the Remote UE’s data at the UE-to-Network Relay UE when using an L3 architecture similar to LTE ProSe UE-to-Network Relay.

Observation 3: Some additional mechanism (e.g. IPSec tunnel with N3IWF) will be required to prevent exposing the Remote UE’s data at the L3 UE-to-Network Relay.

Observation 4: There is no plain-text data exposure of the Remote UEs’ data at the UE-to-UE Relay UE when using an L2 architecture.

Observation 5: Some additional mechanism (e.g. IPSec) will be required to prevent exposing data at the L3 UE-to-UE Relay. 

Proposal 1: an LS should be sent to SA3 to request additional information regarding the security requirements for SL relay communications. It is provided in [1]
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